
Cyber Security Awareness





The Cyber Security we 
are talking about today 
does NOT look like this





Most Hacking 
Is Low-Tech



Social Engineering

• The manipulation of the 
natural human tendency to trust

• Social Media

• Email

• Phone

• On-Site



Socially Acceptable….

• Family Info

• Vacations & Travel

• Likes & Dislikes

• Friends & Pets

• Places Lived

• Causes Supported



Socially Acceptable….



Socially Acceptable….

EXAMPLES











Your Movie Star Name

=

Mother’s Maiden Name

+

Social Security Number

OMG! 

What’s Your Movie Star Name?



As this information is assembled,
they are ready to take the next step

• Urgency
• Emotion
• Empathy
• Authority



Email is the Key to the Network

• Phishing
• Links & Attachments

• vv⍯ w

• Business Email Compromise (BEC)
• Personalized – grammar, signatures, etc



Can you spot the hack?



















How?



https://haveibeenpwned.com







Passwords

• 20% of password reset questions can be guessed on the first try

• 40% of people can’t remember their own answers

• 60% of answers can be found on social media

- Kevin Mitnick



Touchscreens









Business Email 
Compromise

The Missing Link



Direct Deposit 
Example









• Hover to Discover

• Check Sender Email Address

• Close Email, Open Browser



Vishing

•Phone calls are the next 
most common way to 
breach a network

•All you have to do is ask



BEVCOMM Example

•Call to change email password
• Security Questions?
• Try Again
• “Dave from BEVCOMM”

•Why?
•Public WiFi









SMiShing - Smart Phones

• Email Links?







SMiShing - Smart Phones

• Snapchat text messages with links

•Other text message links





Impersonation - On-Site Breaches

• Catch Me If You Can

• Who am I?
• BEVCOMM?

• Hands Full?

• Out The Front Door

• Under Construction = Under Attack



Why Go On-Site?



Remember –
90% of breaches are 

caused by…





Business Email 
Compromise

In Real Life







What’s the Goal?







CFO



CFO

CEO



Do the Homework









Plan The Attack

• Need Info from Bill:
• Email style

• When he might not be available in person for questions

• Have Bill email Arlette

• Have Arlette send Money

• Need an “accomplice”



Narrow Down the List
Using Social Media Sites





Matt Peterson
NOC Manager



Matt Peterson
NOC Manager



Here’s the Stooge





Method of Attack?

Domain Spoofing



BEVCOMM Domain Spoofing

bevcomm.com



BEVCOMM Domain Spoofing

bevcomrn.com

bevcomm.com



BEVCOMM Domain Spoofing

bevcomrn.com

bevcomm.com

bevcornm.com



Time to go 
Phishing!



Use Spoofed Domain to Create a 
Spoofed Email Account

janderson@bevcomrn.com



Start with the CEO













What have I learned?

• My spoofed domain is working

• When he will be gone next week

• What his email signature looks like from his phone



What have I learned?

• My spoofed domain is working

• When he will be gone next week

• What his email signature looks like from his phone

• Time to create my next spoofed email account –

beckles@bevcomrn.com



On to the CFO with
Authority & Urgency











Elapsed Time = 5 Minutes



Something 
just didn’t seem 

right….





Think Before You Click

• Hover to discover – or long press

• Look at sender email address

• Close email, open browser

• Handle sensitive info with care
• SSN

• Banking/Financial/Tax

• Medical/Health

• Birthdays

• Call to verify (not the number in the email)

• Use multi-channel verification



A Little More Help
• Strange Phone Call?

• Hang up
• Get reference #
• Call back – with # you know/find

• Stranger Danger!
• Verify credentials
• Old Company/New Face – call to 

verify

• No Easy/Short Passwords!

• Wait 10 Seconds
• “Something didn’t seem right…”

• Social Media?
• Think before you post
• You can’t control your friends & 

family

• Know what’s out there
• And how it could be used against you



For Your Company

• Assessments

• Password Policies

• Separate Admin Accounts

• Restrict Local Machines

• VPN the Only Way In

• Use Detection Tools

• Have a Plan – Incident Response

• Train Employees
• 30 → 20

• 150 → 2



Questions or Comments?

janderson@bevcomm.com



Questions or Comments?

janderson@bevcomm.com

beckles@bevcomrn.com



Questions or Comments?

janderson@bevcomm.com

beckles@bevcomrn.com

dduncan@iacommunicationall.org



Thank You!
Check - Your Emails Carefully! ☺


