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Latest Statistics Show Less Breaches
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2017
breaches reported

Howeve I, exposed records

the Impact < ®
. breaches reported
IS More

exposed record

2018 had over 2.25 times more records
exposed in 76% of the number of breaches

Source: https://www.idtheftcenter.org/2018-data-breaches Everyone needs a trusted advisor. Who's yours? c YB E R



Cyber Crime is Still the
#1 & Growing

Motivations Behind Attacks

o

@ Cyber Crime OCyber Espionage Source: Hackmageddon, https://www.hackmageddon.com/2018-master-table

B Hacktivism m Cyber Warfare Everyone needs a trusted advisor. Who's yours? c YBE R




Breaches Are Costing More & More

A Average cost per Likelihood of a
verage total cost lost I : h
of a data breach ost or stolen recurring breac C es that
o record within two years _ ompanies a
$3.86 million $148 27.9% contained a breach in
- . less than 30 days
Up from $3.62 million 2017 was $141 27.7% last year saved more than $1

million vs. those that
took more than 30 days
fo resolve

Average cost
savings with an
IR team

$14/record

Mean time to Mean time to
identify a breach contain

197 days 69 day

Source: Ponemon Institute 2018 Cost of Data Breach Study
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The Dark Web

What it is, & what it isn’t
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What is the “Dark Web”?

* Less than 10% of the internet is accessible through . jcewe,
typical search engines i AN o

10% of Ecommerce
Internet amazon

Websites

 The Deep Web is a part of the web that contains .
the most sensitive information Deep Web

Bankof America

Private forums

- The Dark Web is the part of the deep web that is "T’mh":“’a:"g il
intentionally hidden %Mmm "ddﬂ;:'"i USAK
Fidelity

* Requiring an anonymizer to access (ex. Tor)

= Uses .onion link; links often shift oa,kWebT@' (@)

Silk
‘ﬁgoad alphabay
Illegal Infomation o ek

= Tor - The Onion Router

Source: CISO Platform
http://www.cisoplatform.com/profiles/ blogs/surface-web-
= The Black Market of the Internet! Goopeoband derimib.arothoy-diferen
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What Can | Find on the Dark Web?
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Types of Sites on the Dark Web

Forums Marketlace Paste Sites
Discussion forums that cover Anything is for sale Large data dumps that

information that could be - Drugs are never removed
useful to a hacker « Stolen credit cards

« Common vulnerabilities « Personal identities

* Information about « Passports

organizations » Driver’s licenses
* Health insurance
cards

Search Engines - Other compromised A plac_e for hac?kers to
Just like regular search information share information more

sites, but for the dark  Dates privately
web

Social Media/Chat
Rooms
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ome Items for Sale

prem. Nell i ne
Vendor K2000 (780) (4.90w) ('@ 119/0/2)
Vendor kingshot (3200) (4.72w) (@ 388/3/16) (% 1307/25/25) Price $0.001358 ($5.2)
Price  B0.00489 ($18.72) Ships to  Worldwide, Worldwide
Ships to  Worldwide Ships from Worldwide
Ships from Worldwide Escrow Yes
Escrow No

Directv Account with NFL SUNDAY TICKET MAX

| **ﬁ**
** * ¥

Product description
; : g All images are
Spotify - premium account - lifetime

o | screensh
Product description Your purchase includes: actual screenshots
- Full Access to premium account. from the dark web

"Directv goes everywhere you go. Stream live TV, access shows and movies On Demand, 100s of - Lifetime warranty
channels to choose from."

Account with NFL SUNDAY TICKET MAX subscription guaranteed Usomame and Fassword are santva EM,

Buy this account now for a fraction of the price.

F ey Everyone needs a trusted advisor. Who's yours? C YBE R




Fake Insurance Card

P - Proof of
Auto insurance Card

Allstate Indemnity Company
1819 Electric Road SW, Roanoke; VA 24018

@Allstate

You're in good hands.

NAIC # 19240

This policy meets the requirements of the applicable I
finacial responsibility law(s).
POLICY NUMBER YEAR / MAKE / MODEL

13 Bentley Cont. Fly Spur

EFFECTIVE DATE VEHICLE 1D NUMBER

00/00/12
EXPIRATION DATE

00/00/13

This card must be carried in the vehicle at all times as evidence of insurance.

g hamedeclined

@ Forged Auto Insurance Card - Alistate £

This is a listing for a forged auto / car insurance card or proof of insurance. In addition to this item being forged car ins..

Sold by namedeclined - 0 sold since February 13, 2018 Trust level 1

Features Features

Product Class Physical Package Origin Country United States
Quantity Left Unlimited Ships to World Wide

medeclined Endsin Never Payment Escrow

Priority Domestic - 4 days - USD + 8.00 / order

Purchase price: USD 60.00

0.014957 BTC / 0.975134 LTC / 1.104769 XMR

Description | Feedback Refund poli
[@ Forged Auto Insurance Card - Alistate £

This is a listing for a forged auto / car insurance card or proof of insurance. In addition to this item being forged car insurance it also will work for
motorcycies as well. This is about the size of a credit card and is laminated by the heat seal method and is water proof. It is from Allstate
insurance company (check my listings | also do State Farm and Geico insurance cards). The card will have all necessary info on it and will be
double sided. It will come in versions for all 50 U.S. states. | can do any form of insurance other than just auto insurance, so if you want another
form, request it and 'l get it posted for you and other users 10 enjoy and purchase. These are excellent to avoid traffic tickels, avoid getting your
vehicle towed, avoid having o appear in court for traffic tickets, avoid 100s even 1,000s in potential fines, use these to supplement assuming a
false identity, faisely portray the owner of a stolen vehicle, get tickets dismissed that you already got and still have time to fight, use it as a non-
phato form of ID for opening a PO box using another fake ID with this and many more uses. Also keep in mind il your car gets towed or
impounded for not having proper insurance they will immediately search your car, or do it at the impound lot and may find items you don't want
found. With that said if you have pills buy my forged Rx labels to protect from that. When cars are at impound lots they have all kinds of legal
liability notices saying "We are not responsible for any lost. stolen, or damaged items in your vehicle. This means they will steal everything. |
have even heard of gas being swiped from the tank. These literally have always sold themselves. With this purchase you will get twe copies of
the insurance card. Both cards will have the same info on them. | will not put different info on each card, you must place an additional order if
you want diterent info.

Here is the order form and info | will need to make you your card
STATE TO BE INSURED IN:

NAME(S) TO BE ON CARD:

ADDRESS TO BE ON CARD:

YEAR OF CAR

Everyone needs a trusted advisor. Who's yours?
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How Much

Could | Get for

Your Credit About $1
Card On the

Dark Web?
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arding Forum

Joker's Stash

Filier

Write & Swipe Bawe  Lased — MEAGEURE (frssli shivneD basa] < 154 {utaten in) TRE OMLY, HIGH VALTD 9500055, wlaseded 200 T-04-01 ftine fur rafunds: 3 laurs)

{hnp)

DUMPS UPDATE (HIGH VALID)

GEXE (fresh skimmeD base} : USA (NY state + few EU) TR1+TR2/TR2, HIGH VALID 99-100%,

uplcaded 2018-05-25
TIME FOR REFUNDS: 3 HOURS (GOLD USERS 12H, SILVER 9H, BRONZE 6H)
GEXE db random cumps walid test (Uy2services checker):
CCinfo  Authcode Auth result Amdunt Void Merchant location
2 ZBSOOOOUDO00 =260 Acowea 718 CR579 ME SASADAMOL WOOLWICH
SACOBAXXXNXKXINN =3 Agprasa 273 0K SO11%1AASPELKPLOZG
ATV ROXHXNKKXHXK =2 59 Apprmm T4E DK 6230 JL MANCOOK WEST POINT
2 Aoy 1 9028 T STILLWATIR FISHTAIL
0 gy 207.2 NC TRANSTLVANIA DREVARD
oo F9037 H:IHOMOLULY: HONCLULY
Ao 8.9 76580:TX: BAYLOR SEYMOUK
3 . O Y2680 ARSEARCY HAREHALL
AV XX NXEXARK =) D Aoprmew 207 DK 12MI7-NY:GREFNE-DURMAM
SAGOEBXOKKXINK = 2007 9 Moo . G52 M) ESSEX:WEST ORANGE

DUMPS UPDATE (HIGH VALID)

WEz  Masamed AMUR

mdk dek

e ger kel Excterding

TARAMBA (fresh skimmeD) : USA (CO,GA,IL,MI,VA,NJ,NC,MT,CA,LA,FL,TX,+ few EU) TR2 ONLY,

HIGH VALID 90-95%, uploaded 2018-05-25

CO,GA,IL,MI,VA,NJ,NC,MT,CA,LA,FL,TX,MD,KS,TN,NV,NM, WA,
MO,DC,UT,PA,CT,WI,WY,DE,WV,MN,AZ,OH,OR,AL,IN,NY,NE,KY, T

VT,SD,IT,ND,MA,SC,IA + few EU/ASIA
TIME FOR REFUNDS: 3 HOURS (GOLD USERS 12M, SILVER 9H, BRONZE 6H)
TARAMBA db random durmgs valkd test (tryZservices checker):

Joker’s Stash is the

most popular “carding” i
forum on the dark web.

Credit cards, just $1 each!
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All images are actual screenshots from the dark web
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Carding Forum

Browse by category

Services 61
Hacking

» IDs &Passports 1093

Money 1
Other
Cash out 1

Digital Goods
Drugs
Drugs Paraphernalia

Services
Other

Onion mirrors

ptisz6dxboul2u3z.onion
venfied

|déyhuwcivehvdi4.onion
t3ebly3uoifdzcw2.onion
TepTacrkunzdcw3l.onion
vilpagbmvizecjo.onion

Vendor

(= 29/0/0)
Price
Ships to
Ships from
Escrow

namedeclined (1150) (4.88w) (

92/1/1) (M #86,

$0.00998 ($62.400000000000006)

Worldwide
United States
Yes

Blue Cross —
%vﬂlue Shield

-u-nl\u'n

——

emaive
T ARESIAT — gt
--———

o - PP R

NAMEPFCLINED

-w W
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10/10)

Health insurance
card sold for just
over $62

Blue Cross
Blue Shield

Inroies Mame
FIRST LAST
trrotes 10

AB1234567890

Plan A1234_567

ReliN 123456
mrcn ABCDEFG
ReGRP ABCDEF

L
AB1234567890

insuer (12345) 1234567890
Group Mumber

12345

R
Name Declined

CYBER




Health Insurance Card for Sale

Product description

This listing is for ja forged Blue Cross Blue Shield health insurance card / proof of insurance card.
These cards are printed double sided and are plastic heat laminated cards. They are waterproof and
you will get two cards with the order; both cards will be identical and the second is just a spare or
back up in case the first is lost, stolen, damaged, has a defect or is ceased. The back of the card will
scan with all the proper info so if real info is used it will show up in the system, or even smart phone
applications may be used to scan and read the back of it.These are use to provide proof that you
have health insurance in the United States (BCBS may exist outside the US and can be forged to be
used outside the US)I_This item works very well as a back up form of ID to pair with a fake drivers |
Llicense or fake passporfor even one of my forged drivers license, social security cards, auto
insurance cards, or school IDs. When using a fake ID or assuming a fake identity it is best 10 not have
a wallet that has simply cash and a fake drivers license only. Having a forged health care card and
other forged IDs of mine along with maybe a prepaid debit card from your local store sell your cover
identity. ﬁf your fake ID is questioned this can be pulled out to back it up and eliminate any question, it
may save you. In addition it may be used as a secondary form of 1D to open up a PO box under a
false identity and fake info. Keep in mind that the post office does not cross check the info you provide
them when opening a PO box they merely take down the info that they view on your IDs and log it in
the computer. They do not have the power 10 access BCBS databases to verify nor do they verify any
of the info. If say by chance you are able to steal info about a real BCBS insurance policy you may
use that info and get a fake from me and use that policy and assume that persons policy, possibly
get a few visits covered before they catch on.
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Hackers for Hire

Government is chasing me - Need Help

IIII! & ] i y mont now. . .

ding to windicat
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How Are You

Targeted?

Things to look out for...

Everyone needs a trusted advisor. Who's yours? c YB E R



Attackers Try Easiest Way to Penetrate

+ XakepcTBo U Be3onacHocTs

Phishing/spear phishing

Dream Market Messages: 0 UltraManNogo  wi-fi n

Ichudifyeqmaldj
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ny '\E'.I Logout

Social engineering
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SQL injections on websites Lol
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Phishing
Schemes are
Most Popular

From: USAA

To: Recipients

Your USAA account has been suspended
17 at 7:37 4

WE'RE READY TO SERVE YOU.
USAA offers financial solutions designed to help you meet your
goals throughout life.

issues on your account 1o
is therefore recommended that
Your security is important to us

e link below to resolve this issue:

cnow what it means to serve™
e Ban Ervestments emt  Adh
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| €L Billing Problem
| Apple

" bimo@gotdownsome.com

’

Always G

‘ h e c k Your Appie ID has been suspended due to the following reason
H H B

Billing Issue - CXZ89491X

Please update your billing information as soon as possible to avoid any termination of
your used services

~ https://bam.bz/n8d

Everyone needs a trusted advisor. Who's yours? c YB E R




Some Emails Are Legitimate, but...

Never select the link in the
emaill

Call or go to a site that you
know is official

From: Google

To: Rex Johnson

Google

Someone knows your password

Q rex.johnson@icloud.com

Google has become aware that someone else knows your password, and
we've taken steps to protect your account. Please sign back into your
account now and choose a new password to secure your account.

Learn more

I to let you know about impo count and services.
le LLC, 1600 Amphitheatre 043, USA

Everyone needs a trusted advisor. Who's yours? c YB E R




Shadow IT

- Shadow IT refers to IT devices, software & services outside the
ownership or control of IT organizations
= ¥ “Cev\hahzeo\ l‘\"’

* Departments will often do this to i,
= Circumvent bottlenecks N7/
= Avoid slow processes
= Rely on familiar software
= Compatible with mobile devices —
= Work with legacy applications that are no Ionger supported

* |t is easy to attain software as a service (SaaS) solutions

Source: Gartner IT Glossary, https.//www.qgartner.com/it-glossary/shadow

Volume

Low "IN

Everyone needs a trusted advisor. Who's yours? C YB E R




Risks of Shadow IT
* Rutter Networking identified 4 Tiow

MEDIUM

_HIGH

= Increased risk of data loss & v

= [ncreased risk of data breach
= |nefficiencies
= Cybersecurity risks

 Since acquired outside of IT procurement channels,
security is often overlooked

» Gartner predicts that by 2020, a third of all successful
attacks will be against their shadow IT resources

Source: https.//www.rutter-net.com/blog/4-security-risks-of-shadow-it

Everyone needs a trusted advisor. Who's yours? C YB ER




What Would a
Hacker Take?

Knowing how a hacker would
compromise your environment

Everyone needs a trusted advisor. Who's yours? c YB E R




Red Team Digital Attack Simulation

 An attack simulation that mimics the real activities a
hacker would take in your environment.

« Still provides the network penetration testing results

* Collects data and information a hacker would want

» Ability to place notional malware and threats

 Also known as Purple Team or Digital Attack Simulations

Everyone needs a trusted advisor. Who's yours? C YB ER




Breach Life Cycle

 Attacks are generally carried out in four stages

* These four stages are often referred to as the “breach life
cycle” Infiltration
* The further the progression, the greater the risks
= [nfiltration: breaking in & establishing foothold
= Propagation: in the network & moving around
= Aggregation: collecting data & critical information

= Exfiltration: taking the information outside of the
organization

Exfiltration

uonebedold

Everyone needs a trusted advisor. Who's yours? C YB fR




Breach Life Cycle in Action

MINIMAL MAXIMUM
IMPACT IMPACT
: 1 100107 22
To010 s
— P i
Took dotor 8
1010101 4;5”

L1 | 3 l 4

1. Infiltratioh.




How the Red Team Works

Leadership engages red team P;’

&

—t

Red team hackers break in h(infiltrate)

Red team propagates & aggregates
Once detected, red team shows exfiltration data
Provides feedback to security team ——

pEAn
Publishes the report @

Everyone needs a trusted advisor. Who's yours? C YB E R



Red Team
Benefits

Simulated attack scenarios from real-world threats

Demonstrates true offensive techniques to
organizations

|[dentify return on investment for cybersecurity
solutions

True ‘quantitative’ risk analysis

Focuses on what's valuable, data & assets
Designed to improve a security team

Still get the penetration test report plus more

Everyone needs a trusted advisor. Who's yours? c YB E R




Mitigation
Steps

A few things you can do to
reduce risk...

Everyone needs a trusted advisor. Who's yours? c YB E R




Know Your
Inventory

What do you want to protect?

Who do you want to protect it from?

How likely is it that you will need to
protect it?

How bad are the consequences if you
fail?

Classification of inventory

Everyone needs a trusted advisor. Who's yours? c YB E R




Educate
Your Team

Technology is no substitute for employee
education

Include the board, executives & vendors
Knowledge is power

Do not discourage false-positive
reporting

Document & distribute security policies

Develop & rehearse a robust incident
response program

Everyone needs a trusted advisor. Who's yours? c YB E R




Applications

Databases

P atch You r Operatin.g systems — servers,
SyS tems workstations, etc.

Anti-virus/anti-malware — engines &
signatures

Third-party applications

Everyone needs a trusted advisor. Who's yours? c YB E R



Limit
Access

Control use of administrative privileges
Limit access based on need-to-know
(least privilege)

Limit & control remote access

Do not share credentials

Consider multifactor authentication
Limit the use of portable media

Don’t forget physical security

Encryption is key, especially when data
leaves your organization

Everyone needs a trusted advisor. Who's yours? c YB E R




Human
Fact is
Still the
Weakest
Link

Remember physical security & limiting
access when the following arrive

UPS v'qg\ﬁ)/
Coming in from corporate |IT |
Service people or technicians
Exterminator

Flower delivery

Everyone needs a trusted advisor. Who's yours? c YB E R




Lock your laptop whenever you are away
from your workstation

Filter out suspicious email addressed to

Plan, employees

Prevent & Be careful how you share company
information

Pre Pa re Develop cyber incident response

program (CIRT)
Consider cyber insurance

Everyone needs a trusted advisor. Who's yours? c YB E R



Backup

Implement a regularly scheduled backup
program that meets your business & records
retention requirements

Put some distance between your primary &
secondary sites

For critical applications, perform a full
restoration or fail-over test at least annually

Backup & restore not only data, but also the
applications

Understand the differences between cloud
storage & cloud backup

Everyone needs a trusted advisor. Who's yours? c YB E R




Personal Recommendations

» Always ask why someone needs your information

 Avoid clicking links within unsolicited emails or text messages; go to the
legitimate site & type in URL

= https://www.bankofamerica.com — correct

= http://www.bankofmerica.com — incorrect
* Be aware of cyber fatigue in your organization
» Use strong passwords & change them often
 Avoid geolocation tagging in photos or tweets

* Don’t talk publicly about your company: happy hours are perfect
targets

Everyone needs a trusted advisor. Who's yours? C YB fR




The Next Generation

* CyberPatriot is the National Youth Cyber Education | O
Program )

 Created by the US Air Force and sponsored by
Northrop Grumman

* Inspires K-12 students towards careers in cybersecurity
or other science, technology, engineering, and
mathematics (STEM)

* Preparing youth with skills critical to our future

https://www.uscyberpatriot.org/

http://www.northropgrumman.com/CorporateResponsibility/Pages/CyberPatriot.aspx




Questions?
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Thank yout!

bkd.com | @BKDLLP @RexSecurity @BKDCyber

The information contained in these slides is presented by professionals for your information only and is not to
be considered as legal advice. Applying specific information to your situation requires careful consideration of
facts & circumstances. Consult your BKD advisor or legal counsel before acting on any matters covered.
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