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What is the first thing most of us do 
when traveling?

(Lets just pretend that we traveled to this conference)



There is Open / Public WiFi everywhere!



Perfect opportunity for hackers and a 
Man-in-the-Middle attack



WiFi
Pineapple
 Cheap, portable device 

used typically for 
penetration testing.

 Can be used 
maliciously for a MiTm 
attack

 Easy to use
 Multiple modules to 

download to initiate 
attacks.

 Demo of some 
examples of what can  
be done.





How to avoid Public WiFi 
Pitfalls
 Don’t connect to open networks 

 Corporations can control with Group Policies or MDM

 Turn off WiFi when not using.

 Use VPN if possible.
 Third party provider or corporate VPN

 Use your phone WiFi Hotspot instead

 Avoid using website where there is personal info

 Avoid using unsecure websites

Good

Good

Bad

Bad



Password
Related 
Suggestions

 Use of 20+ character passphrases

 Use of a password manager such as 
LastPass.

 Enable 2FA wherever possible

 Don’t Reuse Passwords

 Keep work passwords different from 
personal passwords.

 TRAINING!

moz-extension://7cba3016-8c45-4efa-af13-40a5fb5bdced/vault.html




What is Vishing?

 Voice (or VoIP) phishing

 Tactic in which an individual is tricked into 
providing financial or sensitive information 
over the phone.

 Doesn’t always occur over the internet and is 
carried out over voice technologies.

 Traditionally the target receives a call and is 
told suspicious activity has occurred.

 Caller ID spoofing

 Target is then told to call in and verify their 
information.



Vishing Man-in-the-Middle
Demonstration



FreePBX Setup



FreePBX Setup



FreePBX Setup



Sample 
Email



How to Avoid
Vishing

 If you receive an email or voicemail 
from the “institution”, never call back 
the number that they give.

 Verify with your banks website the 
correct number to call.

 On all accounts, put all numbers that 
you will call from and only call from 
those numbers.

 Full account number doesn’t have to be 
entered that way for most banks and 
credit cards.

 TRAINING!





What is Shodan?

 Its like Google, but for everything “thing” 
connected to the Internet.

 Crawls the internet for connected devices.

 Finds open ports, systems with default 
passwords, etc.

 Port scanning is not illegal and doesn’t 
violate the Computer Fraud and Abuse Act

 What is done after that can be very illegal.

 Can be used for very bad things, especially 
when used with Metasploit / Autosploit

 Great thing…..You can use it to search your 
own network.

http://www.shodan.io/




How do they get in?
 ABUSE LEGITIMATE PROCESSES



Careers Page / Apply Online

Friendly Person

really@trustworthy.com

(701) 555-1212

1307 N. University Dr.

Fargo

ND

58102

Resume_Spt_Specialist.docm

Hello ABA Team, please accept my attached 
resume for your Support Specialist opening. As you 
can see, I’ve been constantly improving my 
technical skills over the past two years and I’m 
ready to move into a more challenging role. 

Thank you so much for your consideration!



Phishing Hacking Demo





Ransomware and Endpoint 
Detect & Respond (EDR) Demo



How to Avoid 
Ransomware 
Pitfalls

Implement a true 
layered security 
approach.

AV

Secure DNS

Strong Backup Regimen as 
rollbacks are not always 
guaranteed.

Checklist at the booth!

Endpoint Detect & 
Respond

24x7x365 SOC

Rollback Capabilities

Insurance Policy

TRAINING!



Contact me for 
this checklist!





Questions?



Contact Information
CNE IT Solutions
(701) 356-8955

BLAKE 
GRIFFIN

BLAKE@CNE-IT.COM
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