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About Me

• Graduate of Dakota State University, 
Bachelors Degrees in Cyber-
Operations (Information Security)

• Loves understanding cryptography and 
how the internet connects securely



“Knowing your enemy enables you to 
take the offensive, knowing yourself 

enables you to stand on the defensive.”

― Sun Tzu, The Art of War



Actual Red-Team Results
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Goals:
Money Money Money
External Government
Angry Customer 
Kids bored at school

The Heist 



Passive Reconnaissance 
• Shodan.io
• theHarvester (Kali Linux)
• Exploit-db (Google Hacking)
• ARIN 

(American Registry for Internet Numbers )

Starting from the Ground up



Minecraft:
217,639 
servers
Germany 
& US lead 
the way

Shodan.io



The Harvester



Exploit Database Google Hacking



• Google Maps
• Social Media
• Dress Code / Badges

Layout 101



Tools
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• Acquire Caffeine
• Check Wireless & plant the seed
• Attempt to gain access without being noticed
• Social engineer my way in 

The Final Plan



Social Engineering

• Attackers can obtain extremely sensitive data 
just by asking for it (in creative ways)

• Common stories for larger organizations is to 
impersonate internal IT staff

• On most occasions, we gain control of 2 
machines out of 10 (only takes one)

• By far THE most dangerous of all attacks for all 
industries

Phishing       Vishing     Impersonation
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You have been tagged…
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Success



Failure 



Unattended Cars 



Why is it so easy for Hackers?

• Time

• Motivation

• Only need to find one issue



Let’s Be Honest…

• We really have no clue how 
secure our apps are 

• Have they been breached?
• Was our information included?

• Apps all tie together more than 
you realize

• Google Anything, Facebook, 

etc.
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Are We Too Social?

• Twitter
• Instagram
• Facebook
• Instant Messenger
• Skype
• Ask.fm
• Blogger
• Google+
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But Are We REALLY Qualified?

• Do you ever actually understand what your 
phone is asking for permissions when you 
install an app?

• Mobile Device Permissions

• User-granted Permissions

• Restricted Permissions

• Developer-Driven Permissions

• App Permissions
• GPS location
• Full Network Access
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You have been endorsed….
• There are currently 1.62 million active users for Facebook
• How many people using Facebook actually read and 

understood the disclaimer?
• How many people even knew there was a disclaimer?

• The Facebook disclaimer is currently 9110 words and 

requires at least a sophomore in college level of education to 

understand
• I would like you to join my network… LinkedIn

• 7895 words on their disclaimers
• Clearly there are some risks if they need THAT much CYA.
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So…Now What?



Don’t Make it Easy

Clean your desk of ALL passwords & sensitive information



Two Factor Authentication
These are normally 90 second unique 
time codes that are required after the 
correct username and password has 
logged in

Authenticators:
• Google 
• LastPass 
• Microsoft
• Authy
• Titan
• Yubikey

Passphrase & 2FA



• Remember who you friend - Your friends 
have access to whatever you post, so 
make sure they are people you trust.

• Limit access to your location - A lot of 
services and devices have GPS 
capabilities which let you share where 
you are. Disable these functions and 
only give people you trust information 
about your whereabouts.  

Disable Unneeded Settings



• ALWAYS look for a lock symbol or 
“https” in the address bar of 
websites that ask for financial 
information. 

• Don’t share others’ personal 
information, for example, sharing a 
friend’s cell phone number online.

• NEVER Click a Link on an email

What more can you do?



• “INVEST” in Cybersecurity

• Get a third-party Assessment

• NEVER Click a Link on an email

• Never skip TRANING

TRAINING TRAINING TRAINING

What more can you do?



Thank You


