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« Graduate of Dakota State University,
Bachelors Degrees in Cyber-
Operations (Information Security)

» Loves understanding cryptography and
how the internet connects securely
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"Knowing your enemy enables you to
take the offensive, knowing yourself
enables you to stand on the defensive.”

— Sun Tzu, The Art of War

VVan tagePoint

EMPLOYEE OWNED




Actual Red-Team Results

Names have been changed to protect those involved

Dan Burwitz
IT Security Specialist -
Vantage Point Solutions (605) 995-1777 @ Va n ta e PO ’ n t

Mitchell, SD 57301 Dan.burwitz@vantagepnt.com



(TI0B The Helst

/ g ey
4 ; b o
P Lo E g.

o

Goals:

Money Money Money
External Government
Angry Customer

Kids bored at school




Starting from the Ground up
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217,639

Q & Explore Downloads

|l Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

178.254.20.78
EVANZO e-commerce GmbH

B Germany

72.49.76.210

Fuse Internet Access

BE |nited States, Independence

41.41.192.191
TE Data

— Egypt, Cairo
139.99.240.77

OWH SAS

ﬁ Australiz, Sydney

Reports Pricing Enterprise Access

Minecraft Server

Flayers: @ online - 2@ maximun
Version: 3pigot 1.8.8 (protocel 47)

Description: A4 Minecraft Server

Minecraft Server

Players: 8 online - 20 maximun

version: 1.13.2 (protocal 378)

Description: A Minecraft Server

Minecraft Server

Players: 8 online - 28 maximum
version: 1.13.2 (protocol 378)

Description: A minecraft server

Minecraft Server

Flayers: @ online - 1337 maximunm
Version: Paper 1.15.2 (protocel 578)

Description: A Minecraft Server



[+] Emails found:

Paxton.davis@vantagepnt.com

info@vantagepnt.com
e arve S e r darren.dierbeck@vantagepnt.com
last@vantagepnt.com
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jacki.miskimins@vantagepnt.com

| kevin.kloehn@vantagepnt.com

! \ / N« T N kX T &, / \ Miskimins@vantagepnt.com

| 2o P i s it : ' ; Eidahl@vantagepnt.com

| L : ; o x ' brian.enga@vantagepnt.com

natalie.reed@vantagepnt.com

zayn.snyder@vantagepnt.com
gaven.davis@vantagepnt.com
robert.bengel@vantagepnt.com
kszabo@vantagepnt.com
brandon.knutson@vantagepnt.com
snyder@vantagepnt.com
lori.sherwood@vantagepnt.com
nicole.stahle@vantagepnt.com
Thompson@vantagepnt.com
careers@vantagepnt.com
n@vantagepnt.com
Jon.brown@vantagepnt.com
Farley.Davis@vantagepnt.com
nathan.weber@vantagepnt.com
exxxxr@vantagepnt.com
carmen.oneill@vantagepnt.com
Ross.Petrick@vantagepnt.com
andy.deinert@vantagepnt.com
Weber@vantagepnt.com

Total hosts: 2 _ Nathan.Weber@vantagepnt.com
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theHarvester Ver. 3.0.6

Coded by Christian Hartorel1a

Edge-Security

Cmartorellaﬁedgc‘Jcnurlty.com
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Layout 101

 Google Maps

 Soclal Media _f - -
-  Dress Code / Badges e —
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Tools
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PacketSquirrel.com




Influence of drop location on opening rate

Class Room 43
Common Room 43
Hallway 41
Outside 47
Parking lot 63
0% 15% 30% 45% 60%

Fraction of key plugged and opened
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The Final Plan

* Acquire Caffeine
* Check Wireless & plant the seed
» Attempt to gain access without being noticed

* Social engineer my way |n i
VD Van tagePoint
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Social Engineering

 Attackers can obtain extremely sensitive data
just by asking for it (in creative ways)
« Common stories for larger organizations is to
Impersonate internal IT staff /
« On most occasions, we gain control of 2 Y
machines out of 10 (only takes one)

» By far THE most dangerous of all attacks for all
Industries
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Phishing Vishing Impersonatlon
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You have been tagged...

You have been tagged in a photo on Facebool essage (HTML) (Read-Onl
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;231. - [27/Aug/2013 16:57:55] "GET / HTTP/1.1"
| By rosaoroteces - [27/Aug/2013 16:58:35] "GET / HTTP/1.1"
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ACCESS GRANTED

PRIVILEGE
ESCALATION
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Success



Failure

THIS CARD MAY BE KEPT
UNTIL NEEDED OR SOLD
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Why Is It so easy for Hackers?

* Time
« Motivation
* Only need to find one Issue




Let’'s Be Honest...

* We really have no clue how
secure our apps are

» Have they been breached?
* \WWas our information included?

* Apps all tie together more than
you realize

* Google Anything, Facebook,
etc.

MY BUSINESS
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Are We Too Social?

* Twitter =
» Instagram = ey POSTING 100 MUCH PERSONAL

. Facebook ‘ R INFORMATIONONLINED —
* Instant Messenger
« Ask.fm i oo i

. B I O e r with the location where they were
taken.
¢ G O Og I e : onde . (| Don’t Allow oK

M
in at I
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Radar Range: 10 Miles




But Are We REALLY Qualified?

« Do you ever actually understand what your 4
phone is asking for permissions when you
iInstall an app? Loded

» Mobile Device Permissions

« User-granted Permissions
 Restricted Permissions
» Developer-Driven Permissions

* App Permissions
« GPS location
* Full Network Access
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You have been endorsed....

* There are currently 1.62 million active users for Facebook

 How many people using Facebook actually read and
understood the disclaimer?

 How many people even knew there was a disclaimer?

* The Facebook disclaimer is currently 9110 words and
requires at least a sophomore in college level of education to

understand
* | would like you to join my network... LinkedIn

« 7895 words on their disclaimers
* Clearly there are some risks if they need THAT much CYA.
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So...Now What?
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g Don’t Make it Easy

Clean your desk of ALL passwords & sensitive information




Passphrase & 2FA

Two Factor Authentication
These are normally 90 second unique
time codes that are required after the
correct username and password has

logged In

Authentlcators

« Google
 LastPass
* Microsoft
« Authy
 Titan
* Yubikey
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TROUBADOR. AND ONE OF
THE Os WAS A ZERDT
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AND THERE WAS
SOME SYMBOL... ™~

~ 44 BETSDFENTROFY

N “|‘ | _'f,,f T 2%=5% verrs A
\ m 2 /__,f’ 1600 GUESSES/sec
COMMON WORDS DIFFCOLTY 0 GUESS:

HARD

DIFFICULTY TO REMEMBER:
YOU'VE ALREADY
MEMORIZED IT

THROUGH 20 YEARS 0F EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS T GUESS,.




Disable Unneeded Settings

 Remember who you friend - Your friends
have access to whatever you post, so
make sure they are people you trust.

* Limit access to your location - A lot of
services and devices have GPS )
capabilities which let you share where 2
you are. Disable these functions and L ' 4
only give people you trust information

about your whereabouts.
VA Van tagePoint
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What more can you do?

« ALWAYS look for a lock symbol or . "1 PSSR A N i
“https” in the address bar of o iy

websites that ask for financial
Information.

. DOn’t Share OtherS’ personal S @ j Balance your Life the Social ... \

N
%
\

Information, for example, sharing a @ © [ @ htips:/)devapp resolutiontweet.com
friend’s cell phone number online.

« NEVER Click a Link on an email @) Vantagepoint
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What more can you do?

* "INVEST" in Cybersecurity
* (et a third-party Assessment
» NEVER Click a Link on an email \ ASSESSMENT

* Never skip TRANING

TRAINING TRAINING TRAINING
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“Don’t believe
everything Kou
read on the
internet just
because there’s
a picture with a
quote next to it.”

~ Abraham Lincoln
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Thnk You




