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About Me

• Father of 3 boys (18, 17, 15, my wife is a saint) and 2 dogs

• Graduate of Dakota State University, Bachelors Degrees in Computer 
Science (Information Security)

• Loves Capture The Flag (CTF is like a scavenger hunt with computers) 
competitions and gaming



Golden Age of 
Mobility

• In 2020, the number of smartphone users in the world is 
5.17 Billion *

• By 2023 this number will increase to 7.33 Billion *

• There are 1.6 Billion more mobile connections than 
people worldwide. *

• * Statista website - https://www.statista.com/

https://www.statista.com/


Mobile 
Devices

▪ Make access and 
communication easier

▪ Allow for collaboration 
efforts between 
colleagues

▪ Store and share 
pictures, texts, videos 
and audio instantly

▪ Add efficiency and 
organization

▪ Could create health 
issues (blue light, sleep 
disfunctions, 
addictions, bacteria)

▪ Distraction and Stress 
causing

▪ Hard to know the exact 
permissions for files

▪ Insecure 
(Vulnerabilities)



Vulnerabilities'

• Given Common Vulnerability and Exposure number 
(CVE) 

• CVE’s assigned to all types of devices and software

• To date mobile vulnerabilities

• 2500 Android

• 1650 iOS (Apple)



Verizon 
Report

• Annually Verizon report detailing the state of 
mobile security

• 3rd Edition

• 800 Respondents in 11 industries

• Almost 40% of organizations surveyed 
said they had experienced a mobile-
related compromise

• 66% of entities that suffered a breach 
said the impact was “major” and it was 
difficult and expensive to remediate

• 45% of respondents admitted that 
their defenses were falling behind 
attackers’ capabilities



Breaches

British Airways – 500,000 affected 
customers, cost BA 240 Million

My FitnessPal – 150 million accounts, 
contained username, email address, 
hashed password

Aadhaar – 1.1 Billion people affected, 
contained biometric data

Facebook – 420 Million accounts leaked



Breaches Cont….



Biggest 
Mobile 
threats 
today/future

UNSECURED WI-FI PHISHING (SOCIAL 
ENGINEERING)

WEAK OR 
MISCONFIGURED 

SECURITY

DATA LEAKAGE SIM JACKING CRYPTO JACKING



Unsecured Wi-Fi

• Two types of Wi-Fi

• Secured - requires authentication to login

• Unsecured – requires no authentication to login

• Possible Attacks:

• Man-in-the-middle Attack

• Evil Twin



Unsecured Wi-Fi Cont… 

Man-in-the-Middle (MitM) Attack
Real, Secured Wi-Fi Signal 

“HotelWifi2020”

Fake “Open” Wi-Fi Signal 
“hotelwifi2020”



Phishing

• Easy way for malware/ransomware/spyware to enter the network

• Various Forms of attack

• Phone calls

• Emails

• SMS/MMS (Text Messaging)

• Voice (Calls and Voicemail)



Phishing Examples



Social 
Engineering 

101



Broken or 
Misconfigured 
Application 
Security

• A large amount of “broken” 
application in many ways

• Misconfigurations

• SQL Issues

• Cross-site Scripting



Broken or Misconfigured Application Security Examples

SQL Injection

Malicious Actor 
Discovers a website 
with SQL Vulnerability

Website fails to 
properly sanitize 
database queries

Website returns 
the results of the 
query



Data Leakage

Probably the most 
common form of data 

breach

Installed applications 
steal or siphon data 
from users’ mobile 

devices

21% of organizations 
that had a 

compromise said that 
a rogue or 

unapproved 
application 

contributed to that 
breach

1/3 of mobile 
applications may 

contain vulnerabilities



Data Leakage Example

Insecure Permissions Broadcast Activity

Phone sends a message: 
Your location is: Disney Land

Cell Phone Tower Says:
Thank you, here is your 
closest cell tower for a 
signal

Application can intercept 
that data and send to 3rd

party

3rd party database storage



Data Leakage - Proximity



Sim Jacking

• Technique done by transferring a phone 
number to a new sim card

• Attackers target the phone company using 
PII information to impersonate a real users

• Once done, can be used for the 2FA that is 
setup on that number



Sim Jacking 
Cont…



Crypto Jacking

• Malicious website or application that “mine” for 
crypto currency

• User may not even be aware

• Can also farm data and information from devices



Crypto Jacking Example

Malicious Webpage 
or Application

User Installs Malicious 
Application on Device

The Application Runs 
as it is Intended to

Malicious Application
Also “Mines” 
Cryptocurrency in the 
Background 

User Data and 
Information is Also 
Sent to 3rd Party



How to Protect Your Mobile Data

Updating Passwords Policies

VPN 2FA



Updating

APPLY PATCHES AS THE ARE 
AVAILABLE

USE ONLY APPROVED 
APPLICATIONS ON THE 

APPROPRIATE AUTHORIZED 
STORE

BLOCK JAVASCRIPT (MAY 
PROVE TROUBLESOME IN 

SOME CASES)

INSTALL PROGRAMS THAT 
PREVENT MINING (NO COIN, 

MINERBLOCK)

UPDATING POLICY AND 
PROGRAM FOR ALL DEVICES 

AND EQUIPMENT



Passwords

• Use of passphrases vs passwords

• Entropy

• correcthorsebatterystaple

• Password Managers

• Strict Password Policies



Policies

• Mobile Security Policy 

• Comprehensive Bring Your 
Own Device policy 

• Acceptable Use Policy to 
dictate detailed usage 

• Detail Loss Mitigation 
Techniques

• Employee training and 
testing of procedures 



Other Security 
Mechanisms

Comprehensive Security Platform

- Manage Devices

- Data integration

- File and content filtering

- Remote lock and wipe

- Monitoring



VPN

▪ Virtual Private Network (VPN) – encrypted connection over the 
internet to a server or firewall

Mobile Device

Encrypted VPN Connection

Internet
Firewall



2FA ▪ Two-factor (2FA) or Multi-
factor (MFA) authentication

▪ Additional source of 
verification for 
authorization

▪ Usually 
Username/Password and 
code from phone

▪ Not using “security 
questions” anymore



2FA Examples

Username

********

Login
7584738

7584738 Enter Code



Security Questions



Summary

Mobile devices should 
be respected in all they 

can do

Security in Layers Proactive not reactive “Inspect what you 
Expect” aka, “train, train 

and train some more”



Further Questions?

Email to get answers:

James.taylor@vantagepnt.com


